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This listing of claims: will replace all prior versions and listings of claims in the application: 



Listing of Claims: 



1. 



(currently amended) A method for generating a shared secret value between entities (A, 
B) in a data communijcation system, one or more of said entities having a plurality of members 
(Ai, B0 for participation in said communication system, each member having a long term private 
key and a corresponding long term public key said method comprising the steps of: 

(a) generating an e ntity long term private key and correspondin g entity long term 

public key for each entity by combining the long term private and public keys of 



(b) 
(c) 
(d) 



(e) 
(0 
(g) 



each members of the entity. 

and a corresponding short term public key for each 



generating a short term private i 
of the members; 



» members 



u 



e xohankine making said short term public keys of the available 
within kn entity; 
for each member; 

i, ^computing an intra-entity shared key by mathematically combining said 
short term public keys of each said member; 

jcomputing an intra-entity public key by mathematically combining its 
jshort-term private key, the long term private key and said intra-entity 
'shared key; 

for eaclj entity combining intra-entity public keys to derive a group short-term 
public key; 

each entity transmitting making its intra-entity shared key and its group short torm 
publio key entity lone term public ke y available to said other entities; and 
each entity computing a common shared key K by combining its group short term 
public key, with the intra-entity shared key, and an entity long term public key 
received from the other entity. 
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2. (original) A niethod as defined in claim 1 , said long term public key being derived from a 
generator point P and respective ones of said long term private keys. 

3 . (original) A method as defined in claim 2, said step (a) including each member selecting 
a random integer xj and multiplying said point P by a to obtain xjP, the short term public key. 

4. (original) A method as defined in claim 3, said intra-entity-shared key being computed by 
summing said short term public keys. 

5. (original) A method as defined in claim 4, said intra-entity public key Sj being derived by 
computing Sj = x s + aj jf(J^ XiP), where f is a hash function. 

6. (original) A method as defined in claim 5, said group short term public key being derived 
by computing £ s;. '■ 

7. (original) A method as defined in claim 1, said long term public keys being derived from 
a generator g and respective ones of said long term private keys. 

8. (original) A method as defined in claim 7, said step (a) including the step of each member 
selecting a random integer (xjj) and exponentiating a function h(g) including said generator to a 
power g(Xjj) to obtain the short term public key X tJ - h(g) B(Xv) . 

9. (original) A method as defined in claim 8, said intra-entity shared key (Xj) being 
computed by each entity multiplying each or its short-term public keys Xy together. 

1 0. (original) A method as defined in claim 1 , including the step of exchanging the entity 
long term public key between entities. 
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1 1 . (original) A method as defined in claim 1 0, each entity computing a common shared key 
K by combining its group short term public key (SO, with the intra-entity shared key ( X 0, and 
an entity long term public key received from the other entity. 
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